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This chapter looks at the protection of  intellectual property rights in cyber space. The 
general trend in advances in technology shows that regulatory frameworks on the 
protection of  intellectual property rights applicable to geographical boundaries cannot 
keep pace with changes in technology and in effect regulatory effort of  the same rights 
in the cyberspace remains a challenge. The existing legal and/or regulatory framework 
applicable geographically cannot be effectively applied in cyberspace because of  lack of  
a central policing mechanism. Thus, there is need to develop an appropriate regulatory 
framework for the protection of  intellectual property rights in the cyberspace. In this 
study, the mode of  protection of  intellectual property rights was reviewed and the 
effectiveness of  existing regulatory frameworks covering intellectual property rights 
was evaluated. A dynamic regulatory framework for protecting digitised intellectual 
property rights that can accommodate changes and/or advances in technology and 
also enactments and/or amendments of  legislations governing intellectual property 
rights which can serve as a governing framework for cooperating countries such as the 
COMESA countries was designed and recommended. In designing the framework, an 
object-oriented approach was adopted to take care of  the uniqueness of  cyberspace 
and also changes in information and communication technology. The object-oriented 
approach focused on classes and instances of  classes also known as objects. The class 
which encompasses the different intellectual property rights like copyrights, patents 
or trademarks specifies what data and function are included in the object or instance 
of  a given class.

Introduction
The Internet’s behaviour is far from traditional because information travels 
instantaneously and events in virtual space occur simultaneously (Bordone,1998) 
[3]. This effect has an influence on cyberspace which has a unique spatial order 
where physical distance is no more valid and accessibility depends thoroughly on the 
topological linkage. Cyberspace is also unique in that spaces can be easily modified 
and different places can be united. Global computer-based communications cut 
across territorial borders, creating a new realm of  human activity and undermining the 
feasibility and legitimacy of  applying laws based on geographical boundaries (Johnson 
and Post,1996) [12].

However, something has to be done and as Shapiro (Lessig, 99) [19] puts it: “Seeing 
cyberspace as elsewhere misconstrue[s] its legal significance. It keep[s] us from seeing 
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the way that regulatory forces like code, which some say are ‘there,’ are actually affecting 
us here.”

The existing intellectual property laws, like any other law, are prima facie territorial, 
since they apply within a given territory delineated for the same. This new boundary 
however, defines a distinct cyberspace that needs and can create a new legal institution 
of  its own (Johnson and Post,1996) [12]. Kizza(2003) [15] states that intellectual 
property rights form a wide scope of  mechanisms that include copyrights, patents, 
trademarks, protection of  trade secrets and, increasingly, personal identity rights. Each 
of  these instruments of  protection are regulated by a body of  laws and statutes which 
are, however, not universal.

Intellectual property systems are complementary to technology. It is an area of  law 
that evolves with the development of  technology rather than social and political needs 
(MacKie-Mason,1997) [21]. It is therefore vital that the content and the design of  
the law governing the operations in cyberspace should conform to its uniqueness for 
ease of  applicability and enforcement. It is contended that cyberspace is a creature of  
technology and the possibility of  regulating intellectual property rights therein by both 
law and technology is feasible.  However, what vital ingredients should the law take into  
consideration for effective regulation?

Information on the World Wide Web is available simultaneously to anyone with a 
connection to the global network. The notion that the effects of  an activity taking place 
on the website radiate from a physical location over a geographical map in concentric 
circles of  decreasing intensity,  however sensible that may be in the non-virtual world, is 
incoherent when applied to cyberspace (Johnson and Post,1996) [12].

This is because cyberspace by its nature and design has no tangible location.
Trademark law, taken for example, aims at the protection of  the associations between 

words or images and particular commercial enterprises.
It is distinctly based on geographical separations and the rights typically arise within 

a given country, usually on the basis of  the use of  a mark on physical goods or in 
connection with the  provision of  services in specific locations within that country 
(Gilson,1991) [11]. This legal protection, however, does not extend to trademarks in  
cyberspace.

Ginsburg (Ginsburg, 1995) [10] enquired as to whether the rights in a work 
can be determined by a multiplicity of  inconsistent legal regimes when the work is 
simultaneously communicated to scores of  countries. Simply taking into account the 
country’s laws, the complexity of  placing works in a digital network is already daunting; 
should the task be further burdened by an obligation to assess the impact of  the laws of  
every country where the work might be received?  In answering Ginsburg’s (Ginsburg, 
1995) [10] arguments one can say that attempts can be made to reconcile the various 
inconsistent laws of  various countries to conform to a common regulatory framework 
that can be designed to bring it into line with changes in technology with the aim, 
among others, of  designing intellectual property laws that can be easily applicable in  
cyberspace as well as protecting intellectual property rights in this digital era.



230 Measuring Computing Research Excellence and Vitality

Conflict between jurisdictions is not a new problem (Athanasekou,1998) [1] and the 
scope and geographical spread of  intellectual property rights infringement will continue 
to grow. However, widely divergent approaches to jurisdictional issues in relation to 
intellectual property rights emerge in the digital environment, leading to distorting 
effects.

Arguments have also been put forth to the effect that (Samuelson, 1990) [24] 
because authors can now, for the first time in history, deliver copies of  their creations 
instantaneously and at virtually no cost anywhere in the world, one might expect authors 
to devise new modes of  operation that take advantage of, rather than work counter to, 
this fundamental characteristic of  the new environment. This view seems to counter 
the need for the collective protection of  such creation in cyberspace, but should it be an 
initiative of  the authors or any other rights holder? The cost, however, of  devising such 
a mechanism eludes many individuals in developing countries if  it is to be undertaken 
as a single venture.

A domain name, when initially assigned to a given machine, may be associated with 
a particular Internet protocol address corresponding to the territory within which the 
machine is physically located (e.g. a “. uk” domain name extension), the machine may 
move in physical space without any movement in the logical domain space of  the 
Internet. In the alternative, the owner of  the domain name might request that the name 
become associated with an entirely different machine, in a different physical location. 
Thus, a server with a “. uk” domain name may not necessarily be located in the United 
Kingdom, a server with a “.com” domain name may be anywhere, and users, generally 
speaking, are not even aware of  the location of  the server that stores the content that 
they read (Johnson and Post,1996) [12].

The foregoing sceneario, therefore, can give any person with the intent to infringe 
on or pirate any intellectual property right over cyberspace leeway to reconfigure his or 
her connection so as to appear to reside in a different location, outside the particular 
locality, state or country. This is because the Internet’s design and architecture housing 
cyberspace is based on logical as opposed to physical and/or geographical location. What 
form then can these laws take so as to conform to the operations in cyberspace? It may 
be noted that an intellectual property rights-holder anticipates basic protection of  his 
creations, from inventors of  technology, and not to be a victim of  the same technology. 
In order for the domain name space not to be administered by a legal authority that 
is not territorially based, new law-making institutions should be developed (Johnson 
and Post,1996) [12]. This is because any would-be infringer or pirate can use on-line 
addresses for given users or even for service providers to commit intellectual property 
fraud and piracy for monetary gain. The pending issue therefore to be determined is 
whether the advancement in technology which created cyberspace and the absence of  
regulatory-related cyberlaw is a contributing factor to this dilemma.

It has been noted that taking cyberspace seriously could clarify the current intense 
debate on how to apply copyright law principles in the digital age. In the absence 
of  global agreement on applicable copyright principles, the jurisdictional problems 
inherent in any attempt to apply territorial-based copyright regimes to electronic works 
simultaneously available everywhere on the globe are profound (Johnson, 1996) [12].
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Characteristics of  digital media that pose a threat to traditional intellectual property 
rights system is the ease with which digital works can be transmitted and used by 
multiple users, compared to paper versions of  the work. The interaction of  copyright 
and the Internet have resulted in several problems, technological, sociological and legal, 
that require immediate action. The international nature of  cyberspace calls for a cross-
jurisdictional approach for the problems to be effectively dealt with (Athanasekou,1998) 
[1]. No single country can successfully attempt to overhaul this problem because of  the 
unique location of  cyberspace.

Problem Statement
Laws limited to geographical boundaries cannot keep pace with advances in information 
and communication technology. An appropriate regulatory framework for the protection 
of  intellectual property rights in cyberspace therefore remains a major challenge. This, 
coupled with the fact that the traditional process of  enacting the laws is lengthy, can be 
easily overtaken by changes in the said technology.

Related Work

Technological Protection by Trusted Systems

Trusted systems are hardware and software that can be relied on to follow certain rules 
called usage rules, which specify the cost and a series of  terms and conditions under 
which a digital work can be used (Stefik,1997) [26]. Architectures of  trusted systems 
allow computers to protect and distribute information in more secure and reliable 
ways.

Trusted systems use technology as a lock and allows bundles of  property rights 
to be split, such as the right to read, the right to prepare derivative works, the right to 
copy, and the right to facilitate an on-line payment scheme for each of  these rights. The 
technology also enables exclusion, limitations on distribution, consumer tracking and 
invasion of  privacy (Chicola, 1998) [6].

Studies on the protection of  intellectual property rights show that the architecture 
of  trusted systems, also referred to as electronic copyrights management systems will 
replace the law in offering protection for intellectual property.

Liebert (2000) [18] argues that trusted systems could tip the balance dramatically in 
favour of  the content providers. Lessig (1999) [19], however, articulates the idea that, 
in the on-line world, the “architecture” (the combination of  software and hardware 
by which information is accessed) can in effect become its own self-regulating law 
in relation to issues such as intellectual property, freedom of  speech and privacy. 
That is, content owners will not have to resort to the courts for redress because the 
“architecture” determines what the user can and cannot access.

Stefik (Stefik, 1997) [26] asserts that with the development of  trusted systems 
technology and usage rights, languages with which to encode the rights associated 
with copyrighted materials, authors and publishers can have more, and not less, control 
over their work in the context of  digital works. A trusted system is aware of  the rights 
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associated with digital work because the rights may come with the work, attached to the 
work itself  or stored in the database. Categories of  digital rights are:

(i) Transport rights, covering rights to copy, transfer or loan;
(ii) Render rights, covering rights to play and print; and
(iii) Derivative rights, covering rights to extract, embed or edit.

It is worth noting that digital property rights are neutral to data format and interpretation 
and they can potentially work with any digital representation of  text, pictures, databases, 
music or video.

If  effective trusted systems are developed, and the usage rights to the protected 
materials are controlled by licences drafted by the content provider, then any information 
or other digitised material distributed in this manner can be used only in ways approved 
by the provider (Liebert, 2000) [18]. From the content producer’s point of  view, trusted 
systems offer two attractive aspects:

(i) Every instance of  use is accounted for; and
(ii) The provider loses control of  the protected material.

In academic and civil libertarian circles, “trusted systems” and “trusted computing” are 
often synonymous with digital rights management (Stefik,1997) [26].

Digital Rights Management Systems

Digital rights management as a form of  protection of  the interests of  copyright-
holders generally describes technologies that restrict the use of  digital files in order 
to protect the interests of  copyright-holders. They can prevent or restrict a computer 
from altering, sharing, copying, printing or saving protected digital files  (Roemer, 2003) 
[23]. More importantly, it allows copyright-owners very detailed control over the ways 
in which a user may access their files, like how long they may view a file or how many 
times a file may be accessed.

Digital rights management technologies are inherently tied to copyright principles, 
as a technical means of  enforcing the legal rights of  content owners (Roemer, 2003) 
[23]. It is, therefore, possible to have in place an intellectual property rights protection 
mechanism for digital content for an organisation like the COMESA countries. 
However, ensuring its effectiveness and security may remain a challenge for the said 
countries.

Digital rights management relies on containment and marking. Containment is 
accomplished by encrypting distributed digital content so that only programs authorised 
by the rights owners may decrypt and thus access the information. Additionally, digital 
rights management system must ‘mark’ which uses of  digital files are authorised. This 
may be done by the use of  a watermark, flag or an eXtensible Rights Markup Language 
(XrML)(Roemer, 2003) [23]. According to Roemer (2003) [23], however, digital rights 
management systems are susceptible to attacks and reverse engineering that renders 
digital content unprotected.
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Cryptography expert Schneider (2001) [25] of  Counterpane Internet Security 
contends that, abstractly, a secure digital rights management system is an impossible 
task...that everything on the Internet is just bits: ones and zeros, and that bits are 
inherently copyable, easily repeatedly, that this is a natural law of  the digital world, 
which makes copying on the Internet different from copying Rolex watches or Louis 
Vuitton luggage (Schneier, 2001) [25].

Scheinier (2001) [25] similarly contends that all digital copy protection schemes can 
be broken, and once they are, the breaks will be distributed – law or no law. Average 
users will be able to download these tools from the Web sites that the laws have no 
jurisdiction over. And while similar laws on digitised content could be passed in many  
countries, they would never have the global coverage needed to be successful.

Threats to Digital Rights Management

Napsterisation Threat Model

This model assumes that there are many people, some of  them technically skilled, who 
want to redistribute a copyrighted work via peer to-peer networks. It assumes further 
that once the digital content appears on a peer-to-peer network, there is no stopping 
these people from infringing (Felten, 2002) [9]. According to Felten (2002) [9], this 
threat model requires that a digital rights management technology must be strong 
enough to deter even the most clever and determined adversary, because unbreakable 
codes do not make unbreakable digital rights management systems. Solving this model, 
therefore, requires a digital rights management system that can prevent a single attack 
from threatening the entire system.

Casual Copying Model

This model assumes that you are worried about widespread but small-scale and 
unorganised copying among small groups of  ordinary consumers. The ultimate goal in 
the digital rights management system design is to create a situation where “knowledge 
gained breaking one client cannot be applied elsewhere” Biddle, (2002) [2]. Securing 
against a casual copying threat model is a much more feasible goal for digital rights 
management systems (Felten, 2002) [9].

Trusted Computing

Trusted computing aims at putting features deep into the hardware of  personal 
computers. It can protect individual files and sensitive data on a computer. Technological 
trusted systems are only security sub-systems, available for any number of  security 
(Roemer, 2003) [23].

Trusted computing, however, is an incomplete answer to an issue that requires a 
complete solution.

Most digital rights management security is implemented to secure software but not 
hardware. The underlying hardware and operating system allow an end-user to access 
every bit of  information in a digital file, even when protected by software digital rights 
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management. With this low-level access, end-users can attack the digital file itself, intercept 
digital information as a program executes through an emulator or debugger, or access the 
end result through a screen or audio capture programs (Roemer, 2003) [23]. Roemer (2003) 
[23] is of  the view that when trusted computing is installed in a digital rights management 
system, the programs and files are protected by the trusted computing system and not 
the digital rights management program itself. Thus, if  the trusted computing system is 
effectively utilised by the digital rights management producers, the method of  attack 
ultimately defaults a hacker back to the initial and quite difficult option of  hacking the 
trusted hardware system.

Case for Stronger Digital Rights Management Systems

At the intersection of  digital rights management and trusted computing lies a new 
approach to content protection. The content industry is pressing the technology 
industry to utilise the security of  trusted systems to enable a much stronger digital rights 
management system.

Trusted computing and digital rights management could effectively “privatise” 
copyright law-enabling content owners, and not the law, to decide exactly what rights 
the public will have over digital content (Roemer, 2003) [23].

For a digital rights management system to utilise the full security of  trusted 
computing, a secure framework must be available throughout the entire time a computer 
is operating. Trusted computing provides several critical components missing from 
digital rights management systems and its engine provides content owners with a funnel 
to force end-users to access the digital rights management files. Its use of  common 
rights expression languages enables content owners to have an easy and efficient means 
of  communicating digital rights management system rights and restrictions to software 
programs (Roemer, 2003) [23].

Digital rights management developers, therefore, can create programs that 
implement content restrictions on digital files (LaMacchia, 2002) [16]. LaMacchia 
(2002) [16] contends that the most critical needs of  digital rights management systems 
are trustworthy computing devices, robust trust management engines and a general 
purpose rights expression/authorisation language. Developers must then create systems 
or engines which can determine which rights to grant users for digital files and which 
ones are restricted by the content owner.

LaMacchia (2002) [16] is also of  the view that the technology community should 
agree on a common language which programs will understand, so that content owners 
can designate digital management rights and restrictions once for every digital rights 
management system and trusted platform, rather than specifying  authorisation for 
every different language that could use a single digital file. The issue arising here is 
whether if  one language is used, it would not be easily manipulated by hackers and 
crackers, given the increasing trend in knowledge acquisition.

Presently, the eXtensible rights Markup Language (XrML) is the forerunner (for 
digital rights management) with the Organisation for the Advancement of  Structured 
Information Standards (OASIS), the association that coordinates standards for XrML 
languages (Boulton, 2002) [4].
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Although trusted computing offers a giant leap forward for security for personal 
computers, it will not be the final piece in the digital rights management content puzzle. 
However, trusted computing enables a far stronger digital rights management system 
than currently available and cannot be secure against all attackers. A completely effective 
digital rights management system is impossible (Roemer, 2003) [23].

Lemos(2002) [17]observes that every single device has to be secure – if  one device is 
not secure then the digital rights management system does not work. In virtually every 
computer-based digital rights management system trotted out to the present, cracking 
one single digital file essentially renders the entire protection scheme insecure, going 
by the Napsterisation Threat Model (Lemos, 2002) [17]. A digital rights management 
system must therefore be “Break once break everywhere-resistant” to meet the 
Napsterisation Threat Model.

Trend in Copyright Protection in Cyberspace

According to WIPO (WIPO) [27] the field of  copyright and related rights has expanded 
enormously during the last decade with the spectacular progress of  technological 
developments, which have in turn brought new ways of  disseminating creations by 
such forms of  worldwide communication as satellites, broadcasting, compact discs and 
DVDs.

Dissemination of  works via the Internet is but the latest development, which raises 
new questions concerning copyright and related rights in this global medium. According 
to its recent publication, WIPO (WIPO) [27] is deeply involved in the on-going 
international debate to shape new standards for copyright protection in cyberspace.

Copyright has become one of  the most important issues in e-commerce. Complex 
issues have arisen as to how the existing copyright laws should be adapted to apply to 
the Internet and what new rights and remedies are needed for their protection. Because 
of  ambiguities in legal definitions and technical means of  control, the digital medium 
requires a completely new approach to copyrights (Choi et al,1997) [7].

Trend in Trademark Protection in Cyberspace

Attempts are being made technologically to provide proprietory web-filtering technology 
that automatically monitors, identifies and takes action against trade mark infringement 
and brand abuse. This takes the form of  Internet surveillance and monitoring. This 
trend demonstrates the inability of  the traditional trademark law to effectively protect 
on-line digital content that requires rights protection. It should be noted that this can be 
a costly venture for any rights-holder as well as cooperating countries and the attempt 
alone eludes many in developing countries.

 Proposed Framework
The framework will be composed of  different classes of  the category of  rights being 
protected under the intellectual property rights framework.
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The classes which are the traditional laws maybe copyright, patents or trademarks. 
Each of  the classes specify what data and function will be included in the objects of  a 
given class. Under the concept of  inheritance, new classes, also referred to as derived 
classes, are created from existing or base classes.

The object-oriented approach treats data as a critical element in program 
development and ties data more closely to functions that operate on it and protects it 
from accidental modification from outside functions. The data of  an object can only 
be accessed by the functions associated with that object, although the functions of  one 
object can access the functions of  other objects. The principle of  data-hiding adopted 
by object-oriented approach enhances the building of  secure programs that cannot be 
invaded by codes in other programs.

It should be noted that the unique nature of  cyberspace raises both technological 
and legal problems for legislatures and policy-makers in determining how to effectively 
regulate and safeguard the interest of  rights-holders in this virtual space.

Vital Ingredients for Designing the Framework

Cyberspace is a creature of  technology based on codes and containing electronic 
information. The framework therefore should model this aspect so as to conform to 
the uniqueness of  cyberspace and also advances in information and communication 
technology, but should aim at being technologically neutral, in relation to its area of  
application. In designing the framework, presumption has been made that the overall 
basic principle of  the traditional concept of  originality of  intellectual property rights 
shall be considered as a condition for protection.

In determining the vital ingredients of  the model framework, the following were 
considered, bearing in mind that the existence of  cyberspace directly depends on 
technology and its implementation knows no jurisdictional and/or geographical 
boundaries:

(i)  Unique characteristics of  cyberspace. The argument here, was that 
cyberspace, despite its uniqueness, should not be left unregulated, especially 
if  the intellectual property rights-holders do not desire that their digital 
content be put to uses that disadvantage their intellectual effort;

(ii)  Expectations of  rights-holders over their digital content. The rights-holders 
expect relative protection;

(iii)  Categorisation of  content for the model framework to ensure dynamism. 
The content was categorised in terms of  classes and objects. The different 
categories of  intellectual property rights like copyrights, patents and 
trademarks were categorised as classes and the major worry for the 
rights-holders are infringements, taking the form of  unauthorised access, 
unauthorised use of  lawful access and use without consent, which were 
categorised as instances of  the classes referred to as objects. If  someone, 
for example, decided to reproduce or distribute any of  the protected works 
without authorisation, an infringement would have occurred.
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(iv)  Mechanisms to be developed to ensure the enforceability of  model 
framework. The framework aims at being self-regulatory.

The Model Framework and the Concept of  Inheritance

Inheritance is a process of  creating new classes – also referred to as derived from 
– existing or base classes. The inheritance concept under the object-oriented approach 
paradigm is analogous to using functions to simplify a traditional procedural program. 
It provides an important extension to the idea of  reusability. Therefore, in the event of  
changes and/or advances in technology, an existing class can be added on to additional 
features and capabilities by deriving a new class from the existing old one, so as to 
make it conform to the new changes in its area of  application, under the concept of  
reuseability.

The applicable framework for the intellectual property protection will thus be the 
current trend influenced by the impact of  changes in technology; that is as a result of  
the technological changes and/or advancement, thus the framework which is the class 
will form a new class under the concept of  reuseability.

New data types can also be created owing to, for example, changes in the trend of  
intellectual property rights protection, and the operations can be represented thus:

Current Trend (Z)= Previous Trend(X) + Impact of  Changes in Technology(Y), 
where X, Y and Z are objects of  the framework class, each representing an independent 
numerical quantity, which is the framework, and the new data type created is Z. 

The framework can in effect become its own self-regulating framework in relation to 
the cyberspace since its “architecture”, that is, the class specifies what data and function 
will be included in the objects of  a given class which then determines what can and 
cannot be accessed.

Inheritance permits code reuseability. This will be a vital component for designing 
the framework and possible amendments to the framework needed to be done owing 
to advances in technology. Through the concept of  inheritance, redundant codes are 
eliminated and the use of  the existing class is extended. Programs can be easily built 
from working modules as opposed to having to start from scratch.

Illustration of  Inheritance Involving Base Class and Derived Class

In the event of  changes in technology, the framework, therefore, is only affected to the 
extent of  the changes caused by the technology, which become the derived class or the 
derived law. The existing class without being modified can be added on to additional 
features and capabilities by deriving a new class from the existing old one, so as to 
make it conform to the new changes in its area of  application under the concept of  
reuseability. It should be noted that new data and functions can be added whenever 
the need arises and multiple objects can co-exist without interference as illustrated 
in Figure 1. Features A,B,C are defined in the base class but are accessible from the 
derived class;however, feature D is defined in the derived class only, created as a result 
of  the changes in technology, which is independent of  functions and data in the base 
class and has the capability of  building its own security features under the concept of  
encapsulation.
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Figure 18.1: Base and derived classes

Figure 2 shows how the derivations by class are flexible to the extent that from one base 
class many sub-classes can be derived, forming different derived applicable laws in the 
circumstances. Thus the rapid advance and/or changes in technology can be taken care 
of, where protectable rights are affected in the process of  the said changes. It should 
be noted that for security purposes, data is tied more closely to functions that operate 
on it and protect it from accidental modification from outside functions. Access to the 
data can only be done by the functions associated with that object. The principle of  
data-hiding adopted by the object-oriented approach enhances the building of  secure 
programs that cannot be invaded by codes in other programs.

Some of  the derived classes need not inherit new information, which is an important 
aspect for trend analysis, policy-making and eventual legislation since the trend during 
a given period of  time following a given change and/or advance in the information 
and communication technology can be traced. It should be noted that the law-making 
process under this approach then becomes shortened as opposed to the traditional 
process of  law enactment.
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Figure 18.2: Class and level hierarchies

Illustration of  Multiple Inheritance

The flexibility of  the object-oriented approach extends to multiple inheritance thus 
extending the same attribute to the framework (see Figure 3).

In the event that changes have occured in two or more classes in for example, 
copyright and trademark laws and one governing framework is to be developed, under 
the concept of  multiple inheritance, a class can therefore be derived from more than 
one class to come up with one framework developed from the derived class which then 
becomes the derived and applicable law under the circumstances. It should be noted 
that the security features and functions are inherited by the derived class (applicable 
law) from the parent class, which forms its own independent security features and/or 
functions by the concept of  data-hiding associated with the object-oriented approach.

Figure 18.3: Multiple inheritance

Verification and Validation of  Model Framework

The developed model was verified through the use of  pseudo codes to show how 
the model framework is validated in light of  changes and/or advances in information 
and communication technology.

(i)  The data and functions are encapsulated in the classes in the framework and 
define the category of  rights being protected.
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(ii)  The objects or instances of  the classes include instances of  infringement, 
instances of  wrongful acquisition of  rights to access, instances of  unlawful 
and wrongful access, and all related punishments and/or penalties in the 
form of  denial of  access.

(iii) The objects of  the different classes interact with one another through the 
sending of  messages.

(iv)  New classes or derived classes can be created from the initial or base classes 
and in the event of  changes in technology, the framework is only affected 
to the extent of  the changes caused by the technology, which become the 
derived class. The existing class can be added onto additional features and 
capabilities by deriving a new class from the existing old one, so as to make 
it conform to the new changes in its area of  application under the concept 
of  reuseability.

(v)  Derivations by class are flexible to the extent that classes can be derived 
from classes that are derived, thus the rapid advance and/or changes in 
technology can be taken care of.

(vi) In the event that changes have occurred in two or more classes and one 
governing framework is to be developed, under the concept of  multiple 
inheritance, one class can be derived from more than one class to come up 
with one framework developed from the derived class.

(vii) Security is guaranteed since the source code is not easily accessible and any 
threat to the security of  the protected rights are checked by the data and 
functions.

(viii) The framework in effect becomes self-regulating since the class specifies 
what data and function will be included in the objects of  a given class, which 
then determines what can and cannot be accessed.

(ix) The framework operating under the concept of  inheritance and reuseability 
has the ability and the flexibility to adapt to changes in information and 
communication technology.

Achieving Protection under the Framework

(i) Protection of  the digital content under the framework shall include its 
preservation in its original state, storage, control and regulation of  access to 
the digital content.

(ii) There should also be in place a mechanism for tracking and audit trails, 
guarding against accidental or fraudulent modification, detecting, reporting 
and correcting changes, guarding against changes, destruction or loss in an 
unauthorised manner and the ease associated with copying and modification 
of  digital content.
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An audit trail is critical for maintaining an uninterrupted record of  the transactions 
within the framework like editing, changes, alterations.

(iii)  The audit trails will help in the recording of  routine editing or replacement 
of  records and all manner of  unauthorised modification will result in denial 
of  access.

The illustration in Figure 4 shows how the protection and the preservation of  digital 
content have been achieved. Access must first be validated and paymnent of  dues 
and/or fulfilment of  conditions associated with access done before accessing protected 
digital content. Any form of  unauthorised access results in denial of  access.

In relation to the COMESA member-countries, since it is envisaged that the 
COMESA countries through their cooperation will participate in electronic commerce, 
and cognisant of  the fact that any transaction in cyberspace is carried out on multiple 
platforms, the framework should be able to protect against piracy, fraudulent acts, 
destruction or loss of  digitised content and/or the ease associated with copying and 
modification of  digital content to the detriment of  the rights-holders.

It has already been observed that trade conducted electronically has a relatively 
high intellectual property content. The need for a secure, flexible and predictable 
environment provided by this framework for the protection of  intellectual property 
rights would foster the development of  electronic commerce in the COMESA region. 
The sale and licensing of  intellectual property in cyberspace can be made possible under 
the framework and the rights-holders’ intellectual property rights can be protected 
against piracy and yet persons with authorised access are able to obtain authentic as 
opposed to pirated services.

Therefore the rapid introduction of  new technology, globally, may not compromise 
existing laws protecting intellectual property rights but law and technology can co-exist 
under the framework, since the applicable laws are derived from the operation of  the 
framework.
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Figure 18.4: Achieving Protection

Discussion of  the Proposed Framework
The dynamism of  the framework relates to the flexibility and elasticity of  the framework, 
which is the developed regulatory mechanism in this research, and it is dynamic as 
opposed to static because of  the concept of  inheritance under the object-oriented 
approach adopted. Thus, the laws designed under this approach have the ability to cope 
with changes in technology and at the same time offer relative protection.

The object-oriented approach has been adopted for the redesign of  the traditional 
intellectual property laws to make them applicable in cyberspace, offer protection 
under encapsulation and also cope with changes in technology under the concept of  
inheritance. It has been stated earlier that the intellectual property law is an area of  
law that evolves more with the development of  technology than social and political 
needs. The approach therefore has made it possible to design the content of  the law 
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to conform to and govern the operations in cyberspace. It was also contended that 
cyberspace is a creature of  technology, and the possibility of  regulating intellectual 
property rights therein by both law and technology is feasible. The self-regulating law 
is therefore derived from the governing operations of  the framework and the way 
protection is achieved.

The discussion in this research is not restricted to how the object-oriented approach 
protects individual rights. However, it is an approach adopted to make effective laws 
limited geographically applicable in cyberspace, thus enabling the re-designed laws to 
protect the intellectual property rights in cyberspace. Both the individual and the state 
can benefit from this framework. The companies which are rights-holders can also 
benefit since the operation of  the framework is not applicable to a given parameter 
alone but can be customised as long as the rights-holder can be identified. Taxes and 
any other dues accruing under the framework can be earmarked and collected under the 
conditionality and fees payable (see Figure 4).

The importance of  the object-oriented approach to the framework relates to its 
flexibility and elasticity as discussed in previous chapters because the traditional laws can 
be re-designed to cope with changes in technology, amendments can be incorporated 
and trends can be analysed for policy formulation and designing of  a more secure future 
framework. The framework’s self-regulating law has the ability to have a global coverage 
as opposed to having different protection laws passed by different countries which may 
not have a global coverage.

However, efforts to establish a technological approach to protection should 
take cognisance of  the fact that technology itself  cannot be regulated. The existing 
intellectual property rights protection schemes are enforceable but may not be effective. 
An effective framework in this regard must therefore conform as much as possible to 
the architecture of  cyberspace and cyberspace should be viewed as having significance 
for both human and technological effort in the protection of  digital content.

The concept of  inheritance under the adopted object -riented approach paradigm in 
the design of  the regulatory framework has enabled the use of  functions to simplify a 
traditional procedural program. It has also provided an important extension to the idea 
of  reusability. Therefore, in the event of  changes in technology, an existing class can be 
added on to additional features and capabilities by deriving a new class from the existing 
old one, arising out of  the technological changes, so as to make it conform to the new 
changes in its area of  application.

It has been possible under the object-oriented approach to consider and model the 
overall basic principle of  the traditional concept of  originality of  intellectual property 
and rights protection and the applicable laws to come out with objects and classes to 
develop the framework for intellectual property rights protection. The object-oriented 
approach framework has also, through code reuseability, the capability to conform to the 
changing nature and uniqueness of  cyberspace influenced by advances in information 
and communication technology, yet is technologically neutral. 

Subject to the object-oriented approach adopted in the development of  the 
framework, and the limitation in trend extrapolation, the viability of  the framework 
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in its operation shall not be dependant on trend extrapolation for its effectiveness. 
The framework developed through the inheritance and reuseability concepts has the 
ability to conform and withstand the effects of  trend extrapolation and advances in 
information and communication technology.

Concluding Remarks
The study focused on how intellectual property rights can be managed in cyberspace 
and has proposed an object-oriented approach in the design of  the framework which 
aims at flexibility and technologically neutrality, thus taking care of  advances and/or 
changes in information and communication technology.

However, the proposed dynamic regulatory framework does not cater for the fair use 
right provided for under the copyright laws which may not amount to infringement by 
users accessing information under such right.
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